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$sql = "INSERT INTO Students VALUES (C $name, ... );";

INSERT INTO Students VALUES ( 'Robert' ); DROP TABLE
Students; --', ... );

INSERT INTO Students VALUES ( 'Robert\'); DROP TABLE Students;
e -

' Ryan Lane, ryan@wikimedia.org, Wikimedia Foundation Inc.
How to be part of the MediaWiki developer community




MediaWiki®) TF— X — A& F
D

$dbr->query( "SELECT * FROM foo WHERE foo_id=' $id'" );

$escID = $dbr->addQuotes( $id ); $dbr->query( "SELECT * FROM foo
WHERE foo_id= $escID" );

$dbr->select( 'foo', '"*', array( 'foo_id' => $id ) );
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$val = $wgRequest->getVal( 'input' ); $wgOut->addHTML( "<input
type=\"text\" value=\" $val\" />" );

HORTR

value="&lt;script&gt;evilStuff();&lt;/script&gt;"
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MediaWiki HTML

$html = "<input type=\"text\" name=\"foo\" value=\" $val\" />";

$val = htmlspecialchars( $val ); $html = "<input type=\"text\"
name=\"foo\" value=\" $val\" />";

1y

$html = Html::input( 'foo', $val );
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M RE .

<form id="myForm" method="POST" action="..... "> <input
type="hidden" name="title" value="Foo" /> <input type="hidden"
name="action" value="delete" /> <input type="hidden"
name="wpReason" value="MUAHAHA" />

</form> <script>

$C "#myForm' ).submit(); </script>
7 3 &
ﬁ#/ﬁ?i .

$html .= Html::hidden( 'token', $wgUser->editToken() ); ... if (
I $wgUser->matchEditToken( $token ) ) {

rgfuse edit
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MediaWiki 7077 4 )T
http://noc.wikimedia.org/cgi-bin/report.py

[zhwiki] [thumb] [dewiki] [bigpage] [enwiki] [others] [flaggedrevs] [ showing 50 events, show more |

name count cpu% cpulc real% realc
PPFrame_DOM::expand 2777300471 409 1.8 322 1.89
Parser::braceSubstitution 478045780 340 866 266 9.07
-total 7216450 100 169 100 226
Parser::braceSubstitution-pfunc 453314242 978 263 765 2.75
MediaWiki::performRequestForTitle 34457539 744 263 T71.7 339
Parser::internalParse 6879781 T84 139 61.7 146
Parser::replaceVariables 76312501 714 114 564 12
MediaWiki::performAction 1329950 65.8 604 548 671
Parser::parse 3242613 655 246 524 263
Article::view 956646 57.6 735 468 797
Parser::braceSubstitution-setup 478043151 539 138 419 1.43
Parser::parse-Article::getOutputFromWikitext 304682 498 1.99%+03 396 2.11e+03
Parser::argSubstitution 690835928 46 0813 364 0.858
api.php 3720263 13.1 428 179 T84
API:main 3720255 128 418 176 Tr2
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 E-mail: Ryan Lane <ryan@wikimedia.org>

 |RC: Freenode: #mediawiki, #wikimedia-dey,
#wikimedia-tech

« X—1 2T 1) AN : mediawiki-l, wikitech-|
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* http://www.mediawiki.org/wiki/Manual:Coding_conventions/ja
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 http://www.mediawiki.org/wiki/Localisation/ja
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« http://www.mediawiki.org/wiki/Code_review guide
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